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Abstract. Testing of e-government services relies on privacy-preserving
synthetic test data that are as similar as possible to actual real-life raw
data, but also satisfy the requirements of the test cases. Obtaining such
test data in Estonian e-government settings is a resource-intensive and
largely manual process. This work addresses the challenges of the current
process and suggests a novel synthetic test data generation approach
that is largely automated, does not require access to real-life raw data,
and generates realistic synthetic test data for Estonian e-government
settings. We validate the Proof of Concept of our novel synthetic test
data generation approach in real-life-like settings. We conclude that the
approach can already generate synthetic data for simpler test cases, but
needs additional work to cover more complex test cases that require
synthetic test data to be compatible across different data services.

Keywords: Synthetic Test Data · Data Synthesis · Synthetic Data Gen-
eration · Rule-based Generation · Schema-based Generation · Tabular
Data.

1 Introduction

Digital government services, also referred to as e-government services, have been
a conventional part of Estonian citizens’ and residents’ lives since the early 2000s
[1]. For Estonian citizens and residents, it is taken for granted that they can
submit pre-filled annual tax reports online with just a few clicks, drive without
carrying a physical driving license, and even complete divorce proceedings over
the internet without needing to be physically present with their spouse.

The e-government services rely on secure data exchange that seamlessly runs
in the background and aggregates information from various government institu-
tions. This enables, for example, the automatic inclusion of relevant data in tax
reports, real-time access to driver information for law enforcement, and the effi-
cient processing of online divorce proceedings by family officials. The framework
used for secure data exchange in Estonian e-government settings uses a local
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implementation of the X-Road®3 technology, called the X-tee4. Each member
of this framework can act as a data service client requesting data, a data ser-
vice provider providing data, or both. Data services that are used for requesting
and providing data over the X-tee data exchange framework are, in nature, web
services that use Simple Object Access Protocol (SOAP) and Representational
State Transfer Protocol (REST) interaction style. The scope of data that a data
service client can request from a data service provider is limited by the structure
and description of data services that the data service provider provides.

Every e-government service is developed and tested before it is made available
for citizens and residents. An e-government service that relies on input data
received from data services when made available to citizens and residents also
requires input data while it is tested, with the exception that actual, real-life raw
data can´t be accessed and used for testing for data privacy reasons. Therefore,
there is a constant need for realistic synthetic test data that is consistent between
different data services. The synthetic test data often needs to be created ad hoc
so that development teams can meet their deadlines. As we have demonstrated
in [2], generating synthetic test data upon request is currently a largely manual
and lengthy process. The challenges that users of the current synthetic test data
generation process face can be mitigated by partly automating the process and,
therefore, reducing the time and resources needed for ad hoc synthetic test data
generation.

In [3], we identified and classified existing approaches that can be used to
generate synthetic test data without direct access to actual real-life raw data.
Existing approaches that can be used to generate complex tabular synthetic
data without requiring real-life raw data as input can be classified as either
specification-based or rule-based synthetic data generation approaches. However,
formal specifications are usually not available, and the limitation of rule-based
synthetic data generation approaches preventing their wider implementation in
e-government settings is that they rely on extensive manual work and substan-
tial domain knowledge in the rule definition phase. This makes existing rule-
based synthetic data generation approaches inefficient and expensive to use in
e-government settings. The solution is, therefore, to develop and validate a novel
rule-based synthetic data generation approach where not only the synthetic data
generation itself, but also the prior definition of rules (and constraints, if needed)
requires as little manual work from humans as possible.

Our contribution includes the Proof of Concept (PoC) of a novel rule-based
synthetic data generation approach for data services that use the SOAP interac-
tion style. We use Large Language Models (LLMs) to derive rules and constraints
from data service descriptions and relevant documents, and to generate synthetic
test data for the respective data services with minimal intervention by humans.
We validate the PoC by generating synthetic test data for a playground where
an application uses input from data services that are provided in the Estonian
e-government settings by different government entities.

3 https://x-road.global/
4 https://x-tee.ee/en/home
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The rest of this paper is structured as follows: Section 2 gives an overview of
previous work related to ours. Section 3 describes the steps and activities of our
novel synthetic test data generation approach. Section 4 explains the validation
process and defines our Research Question (RQ) that guides the validation.
Section 5 describes the validation results and answers the RQ. Section 6 discusses
the results, explains the limitations of the PoC of our approach, and provides
insight into future work. Finally, Section 7 concludes this paper.

2 Related work

Creating synthetic test data automatically from code or descriptions is not a
new idea. Automating unit test generation by exploring the input space and
producing effective test cases for given programs has been studied for decades
[4], [5]. Approaches for test case generation from WSDL definitions [6], OpenAPI
specifications [7], or both [8] have also been suggested for many years. Still, the
complexity and variety of data generated with these methods have always been
too limited for high-level test cases. The vast development of LLMs has only
recently allowed us to reuse the idea and, for the first time, to create complex,
versatile, and realistic synthetic test data without accessing the real-life raw data
and using it as training data.

The potential of using LLMs to extract business rules that are defined in
natural language and to use them for test case and test data generation has
also not gone unnoticed. Recent contributions are aiming to automate test case
generation from business rules and requirements that are defined in natural
language [9], [10]. Nevertheless, we have not been able to identify an existing
approach that combines both a web service specification and unstructured busi-
ness rules as input, considers the need to generate consistent synthetic data for
more than one web service, and does not need to access real-life raw data.

3 Approach

In Figure 1, we show a high-level overview of our PoC. In the first step, we
generate the schema that contains the structure, rules, and constraints for syn-
thetic data generation for a specific data service, as discussed in Section 3.1. The
second step is to generate the synthetic data based on the previously generated
schema, by doing the activities described in Section 3.2.

3.1 Schema generation

This Subsection describes the necessary inputs for the schema generation step
of our PoC, as well as the activities and outputs of each activity of the schema
generation step.
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Fig. 1. Overview of the PoC

Create schema structure The Create schema structure activity is currently
designed for data services that use the SOAP interaction style, as this interaction
style is currently mostly used in Estonian e-government settings. The activity
has two input variables where the values need to be specified by the user:

– WSDL description location: the location of the WSDL description that con-
tains the description of the operation (data service) of interest. All WSDL
descriptions for data services that are used in the Estonian e-government
settings are publicly available in the Catalogue of all X-tee subsystems with
methods and WSDL descriptions5. The value of the WSDL description lo-
cation variable can therefore be either the location of the WSDL in the
Catalogue or the location of a locally stored WSDL description file.

– Operation name: the name of our data service of interest that would, in the
previous manual synthetic data generation process, be forwarded to the data
service provider as reference.

Defining the two input values is the only manual contribution that is required
from the user of the synthetic data generation approach. After adding the input,
the schema structure will be automatically created by a Python program.

5 https://x-tee.ee/catalogue/EE
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The Python program uses the Python Zeep SOAP Client6 to parse the WSDL
description and extract all elements that belong to the defined operation, to-
gether with the required data types of their values in the data service. A JSON
schema is composed of the extracted elements and data types, following the se-
quence of elements in the data service. The element names are listed as property
names with the extracted data type specified as the type of each respective prop-
erty in the JSON schema. The JSON schema, which contains the data service
structure, element names of the data service as property names, and allowed
data types as property types, is hereinafter referred to as the schema structure
and as the output of the Create Schema Structure activity.

The Create Schema Structure activity can be summarized as follows:

#Create schema structure
SET wsdl_url to {WSDL location}
SET operation_name to {name of the data service}

FOR each element in the WSDL
IF element belongs to the data service

ADD element name in the schema structure as
property name
ADD element data type in the schema structure
as type

ELSE
SKIP

END IF
END FOR

RETURN schema structure

Prepare relevant documents In Estonia, all government institutions that
act as data service providers must describe their information systems as well
as the data that they gather and process in the catalogue of interoperability
resources (RIHA)7. The RIHA catalogue, therefore, contains unstructured data
that includes descriptions of systems, components, services, data models, seman-
tic assets, and more. The RIHA catalogue provides a REST API interface that
can be used to query the data related to a specific data service provider. In our
context, the data related to the data service provider who provides our data
service of interest are the relevant documents.

The Prepare relevant documents activity requires the name of the data ser-
vice provider to be entered manually as input. The remainder of the activity
is done automatically: the REST API interface provided by the RIHA cata-
logue is queried for all relevant data. All documents of different types (.txt, .pdf,
.csv, etc.) are downloaded, converted to text, and saved as .txt files in UTF-8
encoding.

6 https://docs.python-zeep.org/en/master/
7 https://www.riha.ee/Avaleht
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The .txt files are then split into chunks. We use the RecursiveCharacter-
TextSplitter by LangChain8 with chunk size 200 and no overlap to split the
documents, as this chunking method has been proven to perform well for later
retrieval of information from the chunks [11]. We then create a collection for the
data service of interest in a vector database. Since we use only publicly avail-
able documents, we have currently chosen the Chroma Cloud9 vector database
to reduce the technical overhead. The cloud-based database can nevertheless be
easily replaced with a local vector database.

To create embeddings, or in other words, the vector representations, from
each chunk, we use OpenAI’s10 text-embedding-3-large embedding model. We
then add the embeddings, chunk text, and metadata (source and name of each
document) to the created collection in the vector database. The output of the
Prepare relevant documents is the collection in the vector database together with
embeddings, chunk text, and metadata.

The Prepare relevant documents activity can be summarized as follows:

#Prepare relevant documents
SET document_endpoint to {document catalogue API base URL}
+{name of the data service provider}
GET all document URLs from document_endpoint

FOR each document URL
IF URL starts with "file://"

EXTRACT document_id from URL
JOIN {API base URL}+"files"+document_id

SAVE document
EXTRACT text from document
SAVE text as .txt

ELSE
SAVE document
EXTRACT text from document
SAVE text as .txt

END IF
END FOR

Define rules and constraints The Define rules and constraints activity is a
chain of five primitive LLM operations (LLM POs), as illustrated in Figure 2.
Each LLM PO is designed to perform a specific task of a certain type and with
default data and prompting structure [12].

PO1 takes the output of the Create schema structure activity as input. Each
subsequent PO takes the output of the previous PO as input. In addition to
that, factual queries PO2, PO3, and PO4 use the output of the Prepare relevant
documents activity to find the k nearest neighbours to the data service name,
8 https://www.langchain.com/
9 https://www.trychroma.com/cloud

10 https://openai.com/
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Fig. 2. The chain of LLM POs

as well as every property name in the schema structure, to provide context and
improve the LLM output with Retrieval-Augmented Generation (RAG) [13].

We use the gpt-4.1 LLM from OpenAI, which is a non-reasoning model, in all
LLM POs. While PO1 and PO5 are simple extraction and points composition
tasks, PO2, PO3, and PO4 can be viewed as operations that also require some
reasoning. Especially if the answer can´t be explicitly found in the context or
in the data that has been used to teach the model. With this consideration, we
have also evaluated the family or OpenAI´s gpt-5 reasoning models for PO2,
PO3, and PO4. We did not notice a significant advantage in using a slower
and more expensive reasoning model for PO2, PO3 and PO4. Non-reasoning
and reasoning models both show inconsistencies in the rules and constraints for
properties where they can´t be explicitly derived from the context. Surprisingly,
we did see a 15 percent increase in inconsistencies in rules and constraints when
running PO2, PO3, and PO4 repeatedly for the same data service and with the
same context with the reasoning model, compared to running PO2, PO3, and
PO4 repeatedly for the same data service and with the same context with the
non-reasoning model. Based on these results, we concluded that the gpt-4.1 non-
reasoning model is currently more suitable for our LLM POs than a reasoning
model.



8 Tammisto et al.

The first output of the Define rules and constraints activity is the schema
structure that is enhanced with rules for the value of every property in the
schema. The second output of this activity is a separate file with constraints.

The Define rules and constraints activity can be summarized as follows:

#Define rules and constraints
SET path to {name of the schema structure file}

FOR each property in schema structure
IF property type is object

EXTRACT property name
ELSE

SKIP
END IF

END FOR
RETURN list of property names
SET path to {name of the directory where .txt files
are stored}

FOR each .txt file
SPLIT .txt file to chunks(chunk_size=x,
chunk_overlap=y)
CREATE embeddings(number_of_dimensions=z)
ADD chunks and embeddings to vector database

END FOR
QUERY vector database for {name of the data service provider}+
{name of the data service}+
every property name in the list of property names
RETURN results
FIND the set of possible values

FOR the list of property names+results+
{name of the data service provider}+
{name of the data service} as context

PROMPT LLM
END FOR

RETURN the set of possible values
FIND the uniqueness of values

FOR the set of possible values+results+
{name of the data service provider}+
{name of the data service} as context

PROMPT LLM
END FOR

RETURN the set of possible values + uniqueness as rules
FIND constraints

FOR rules+results+{name of the data service provider}+
{name of the data service} as context

PROMPT LLM
END FOR
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RETURN constraints
ENHANCE schema structure file

FOR each property in schema structure
IF property type is object

ADD rules as description of the property
ELSE

SKIP
END IF

END FOR
RETURN properties with rules

Assign counts From the output of the Define rules and constraints activity,
synthetic test data can be generated by randomly specifying the size of the pop-
ulation only. This allows for generating a required number of sets of synthetic
values from the schema where all values are within the allowed value ranges of
each property, and then solving the constraints between property values within
every set of synthetic values. Nevertheless, test cases often require a more spe-
cific distribution of values, e.g., specific types of tax records, certain pre-defined
vehicle data, or synthetic test persons of age groups defined by the test cases.

To allow synthetic data generation based on a specific pre-defined distribu-
tion of values within the ranges of all possible values of certain properties, we
split the rules for these properties into equivalence classes. Every equivalence
class represents a certain tax record, a vehicle data class, an age group, or any
other attribute where the value is directly associated with a test case or another
requirement of the user. We use conditional logic and pre-defined “helper values”
and we define in the schema to which of the equivalence classes a synthetic data
value that is generated for a specific property must belong. The creation of equiv-
alence classes is currently a manual process, with the perspective of automating
it in the future.

The output of the Assign counts activity is the schema with rules and counts.
The Assign counts activity can be summarized as follows:

#Assign counts
SET path to {properties with rules}

FOR each property in properties with rules
IF property type is object

SPLIT description to equivalence classes
ADD helper_id to every equivalence class
ASSIGN count for every equivalence class as
helper_id value

ELSE
SKIP

END IF
END FOR

RETURN schema
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3.2 Schema-based synthetic data generation

This Subsection describes the necessary inputs for the schema-based synthetic
data generation step of our approach, as well as the activities and outputs of
each activity of the schema-based synthetic data generation step.

Generate synthetic data candidates The Generate synthetic data candidates
activity aims to generate a population of candidate sets, with synthetic values for
every required property in the schema. The generated synthetic values comply
with the rules defined for respective properties as well as with the counts within
every equivalence class of the rule for one property, if the equivalence classes and
counts are defined. The Generate synthetic data candidates activity requires the
user to manually enter the size of the population. It then takes the schema as
input and uses a LLM-based synthetic data generator to generate the requested
amount of synthetic data candidate sets. The gpt-4.1 from OpenAI is used to
generate the synthetic data candidates. The value of the model temperature
parameter is set to 0 to minimize the creativity of the model and to force it to
explicitly follow the schema.

The output of the Generate synthetic data candidates activity is a JSON file
that includes the generated synthetic data candidates.

Run sanity check The Run sanity check activity takes the JSON file with
generated synthetic data candidates as input and validates it against the schema.
The goal is this activity is to check that all required values exist. In other words,
this activity mostly checks the performance of the LLM and identifies its failure
to generate all requested synthetic data values.

The sanity check is performed automatically by a dedicated Python program.
If no errors are found by the program, no manual intervention is necessary from
the user. Should the sanity check identify errors in the generated data candi-
dates, the user will receive the error report, which then needs to be investigated
manually.

The output of the Run sanity check activity is the sanity check report, to-
gether with the error report, if applicable.

Solve constraints The Solve constraints activity aims to identify which can-
didate values are not allowed across properties and to correct these values. It
takes the JSON file with the generated synthetic data candidates and the file
with constraints as input and uses the gpt-4.1 from OpenAI as the constraint
solver.

In addition to an LLM-based constraint solver, we have previously exper-
imented with the Z3 solver from Microsoft Research11. While the Z3 showed
more consistent results in 2024, the results of the Z3 and the gpt-4.1 were al-
ready similar in our context by the second half of 2025. Considering the vast
11 https://www.microsoft.com/en-us/research/project/z3-3/
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and continuous advancement of LLMs and the complexity of setting up the Z3
solver correctly for every individual set of data candidates and constraints, a
LLM-based constraint solver is better suited for our context.

The output of the Solve constraints activity is either a statement "No incom-
pliances found", or a JSON file where the generated synthetic data candidates
with values that were identified as not compliant with the constraints are cor-
rected. If the constraint solver outputs corrected synthetic data candidates, the
respective candidates are replaced in the JSON file that includes all generated
synthetic data candidates. This creates a final JSON file including the generated
synthetic data as output of the Schema-based synthetic data generation step.

4 Validation

This Section describes the validation process of our PoC, defines the RQ, and
validation metrics for answering the RQ.

To validate the PoC, we set up a playground with an application that uses
data from three different Estonian e-government data services as input. The
application served as our System Under Test (SUT). To emulate the real-life test
data ordering process described in [2], we wrote test cases based on the functional
requirements of our SUT, as well as synthetic test data ordering requests for all
three data service providers to enable the execution of our test cases. We used
the PoC to generate the requested synthetic test data.

Figure 3 shows the architecture of the playground. MySQL12 was used to
build the Synthetic Data Digital Twin (SDDT). The generated synthetic test
data was inserted into the MySQL database. For each of the three data services, a
mapping view was created to combine data from different tables into one dataset
that matches the structure of the respective data service. MySQL REST Service
(MRS)13 was used to create the REST services that mimicked the request- and
response structures of the three actual data services. We built the API with
FastAPI14, using the uvicorn15 web server. The SUT was an executable Java
application.

To explore some variations that are likely to occur in real-life-like settings,
we designed three slightly different experiments.

Ex1: The SUT uses data from three different data services. The generated
synthetic test data does not have to be consistent between the three data services.

Ex2: The SUT uses data from three different data services. One set of the
generated synthetic test data has to be consistent between two of the three data
services.

12 https://www.mysql.com/
13 https://dev.mysql.com/doc/dev/mysql-rest-service/latest
14 https://fastapi.tiangolo.com/
15 https://uvicorn.dev/
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Fig. 3. Architecture of the playground.

Ex3: The SUT uses data from three different data services. One set of the
generated synthetic test data has to be consistent between two of the three data
services. The PoC can use only LLMs that store data in the EU.

We have defined the following RQ to be answered based on experiment re-
sults:

Does the suggested synthetic data generation approach support
the ad hoc generation of synthetic test data in real-life-like settings?

4.1 Validation metrics

We have defined the following binary metrics to answer our RQ:
M1: Every requested synthetic test data is generated.
M2: The quality of generated synthetic test data enables the execution of

all test cases on the SUT.
M3: Changing the LLM in the PoC does not affect the results of M1 or M2.
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5 Results

This Section describes the validation results of our PoC and provides the answer
to our RQ.

5.1 Results of Ex1

Every test case required a response with synthetic test data from all three data
services. We were able to generate all the requested synthetic test data with our
PoC. The generated synthetic test data did not cause any false negatives while
executing the test cases.

5.2 Results of Ex2

Every test case required a response with synthetic test data from all three data
services. One test case required that the value of an element in one data service
would be the same as the value of an element in another data service. With our
PoC, we were not able to generate test data for one test case, where the synthetic
test data needed to be consistent between two of the three data services. We were
able to generate all other requested synthetic test data. The generated synthetic
test data did not cause any false negatives while executing the test cases.

5.3 Results of Ex3

Every test case required a response with synthetic test data from all three data
services. One test case required that the value of an element in one data service
would be the same as the value of an element in another data service. The
mistral-embed embedding model and mistral-medium-latest from Mistral AI16
were used instead of OpenAI’s text-embedding-3-large embedding model and
gpt-4.1. With our PoC, we were not able to generate test data for one test
case, where the synthetic test data needed to be consistent between two of the
three data services. We were able to generate all other requested synthetic test
data. The generated synthetic test data did not cause any false negatives while
executing the test cases.

Answer to the RQ: The suggested synthetic data generation ap-
proach supports the ad hoc generation of synthetic test data in
real-life-like settings for simpler requests that don´t require data
consistency between different data services.

Table 1 summarizes the experiment results by stating where a validation met-
ric was achieved ("Yes"), where a validation metric was not achieved ("No"), and
where a metric was not applicable ("N/A"). We publicly share the experiment
reports with the PoC code and the generated synthetic test data.17

16 https://mistral.ai/
17 Data availability: https://doi.org/10.6084/m9.figshare.31699558
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Table 1. Validation results

Validation metric Ex1 Ex2 Ex3
M1 - test data complete Yes No No
M2 - test data correct Yes Yes Yes
M3 - LLM effect N/A N/A Yes

6 Discussion

This study provides the first validation results for the PoC of a novel synthetic
data generation approach that not only generates data but also aims to auto-
mate the underlying rule and constraint definition without accessing real-life raw
data. The results of Ex1 demonstrate that the approach can effectively generate
synthetic test data for test cases where no consistency between synthetic data
received from different data services is required. This shows that the approach
can potentially already be a useful alternative to the currently used manual test
data ordering process, as described in [2].

The results of Ex2 point out that our approach has difficulties with preserving
relations between different data services. More specifically, the LLMs struggle
with some of the conditional logic used in the Assign counts activity, which is
described in Section 3. Despite our investigation into this matter, which included
the revision of the execution logs of OpenAI, searching for relevant literature,
and consulting the LLMs themselves, we were not able to fully identify why
conditional logic structured in the same way was ignored for one property, and
followed for another property. We conclude that although LLMs are already
great at reading JSON, it is not sufficient to simply include conditional logic
in the schema. Although in our experiments, it prevented us from generating
synthetic test data that is consistent between two data services, an unexpected
failure to understand the conditional logic in a Schema may also cause failures
in generating synthetic test data that meets the requirements within one data
service.

For Ex3, we replaced the embedding model and LLM from the OpenAI prod-
uct family with the embedding model and LLM of the EU-based Mistral AI.
Changing the embedding model and LLM did not affect achieving the metrics:
both LLMs were able to generate synthetic test data for most test cases, and
both LLMs struggled with conditional logic in the Schema, when generating
synthetic test data where consistency between data from two data services had
to be achieved. This shows that the approach is generally robust enough that
it can be operated with different embedding models and LLMs. Moreover, the
POs that are described in Section 3 are designed to be so small and simple that
they do not necessarily require very large or expensive LLMs.

There are, nevertheless, important limitations that need to be addressed in
our future work. As the current PoC still requires human intervention in several
activities, we will continue with automating the approach. We will implement a
chain of additional POs for the LLM to automatically extract client input from
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test data queries and translate those into data taxonomies and ontologies. These
will be used respectively in the generation of synthetic data candidates and in
solving constraints with the aim of increasing the alignment of the generated
synthetic data with real-world patterns. Since we learned from this study that
using conditional logic in the Schema is not a reliable solution, we will add
the data generation instructions that were previously captured in conditional
logic to property descriptions instead. We will also find an alternative for the
Python Zeep SOAP Client that sometimes fails to parse WSDL documents due
to namespace issues and requires WSDL documents to be patched manually.
When developing the alternative, we will aim for a solution that can be used
with WSDL, as well as OpenAPI descriptions. The improved approach requires
evaluation in actual real-life settings, where e-government services are tested.

7 Conclusion

Testing of e-government services that rely on realistic synthetic test data that can
be used as input from data received from data services. We developed the PoC of
a rule-based synthetic data generation approach that, in addition to generating
the synthetic data itself, also creates the rules and constraints that are the basis
for synthetic data generation. Our approach does not require direct access to
real-life raw data. We validated the PoC of our approach in a playground that
simulated a real-life-like situation with an SUT requesting test data from three
different data services. We found that although our approach has potential and
could theoretically already be used in simpler cases, the PoC struggles with
generating synthetic test data that is compatible across different data services.
Our future work focuses on removing the identified limitations and evaluating
the improved approach in actual real-life settings.
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