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ARTICLE INFO ABSTRACT

Keywords: This study evaluates the classification performance of four GPT-based models (GPT-4.1, GPT-
Dark web 4.1-mini, GPT-4.1-nano, and o4-mini) under zero-shot prompting conditions on the complete,
Zero-shot

multilingual CoDA dataset of Dark Web content, comprising 10 illicit activity categories. The
models GPT-4.1, GPT-4.1-mini, and 04-mini achieve a weighted F1 score of 0.885, surpassing
prior zero-shot baselines on this dataset. Stability analysis using TARa@10 demonstrates high
output consistency for GPT-4.1 (0.964) and GPT-4.1-mini (0.970), indicating their reliability
for operational use. Multilingual evaluation reveals only a modest English vs. non-English
performance gap for GPT-4.1 (0.031), while other models perform comparably across languages.
The strongest results appear in Drugs, Gambling, and Porn (F1 > 0.9), whereas lower scores
are observed in ambiguous or overlapping categories like Violence (F1 < 0.76) or Crypto (F1
< 0.84). A qualitative review of misclassifications suggests that some model predictions align
with reasonable semantic interpretations, potentially highlighting annotation inconsistencies.
This work establishes a performance baseline for GPT-based models in zero-shot classification
of multilingual Dark Web content and underscores the importance of clear category definitions
for effective deployment.

GPT
Text classification
Illicit activities

1. Introduction

The Dark Web offers an unprecedented degree of anonymity to its users, facilitating both legitimate and illicit activities (Cilleruelo
et al., 2021). As criminal operations have increasingly migrated to online platforms, the ability to automatically classify Dark Web
content has become a critical need for cybersecurity analysts and law enforcement agencies. However, this task remains highly
challenging due to the lack of structured data, the prevalence of obfuscation strategies, and the linguistic heterogeneity of Dark
Web platforms (Al-Nabki et al., 2017; Avarikioti et al., 2018).

Recent advances in supervised learning have demonstrated strong performance on curated datasets. For instance, DarkBERT has
achieved classification accuracies as high as 0.945 on English-language data (Jin et al., 2023), while more recent architectures such
as TextCNN combined with topic modeling have reached up to 0.962 (Shin et al., 2024). Nonetheless, such approaches depend
heavily on large quantities of labeled data (Chen et al., 2024) whose collection from the Dark Web may raise significant technical,
ethical, and legal challenges. Moreover, existing supervised models are typically trained and evaluated exclusively on English
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content, overlooking the multilingual nature of real-world Dark Web forums. These limitations have sparked growing interest in
applying zero-shot classification techniques using large language models (LLMs) such as GPT, which promise high versatility without
requiring task-specific training. In a zero-shot setting, models are directly applied to a task without exposure to task-specific labeled
examples during training, making this approach particularly relevant when annotated data is scarce or unavailable (Brown et al.,
2020; Chae & Davidson, 2025).

Zero-shot learning offers key strengths for content moderation tasks, including the ability to generalize to new domains without
fine-tuning, as demonstrated in hate speech detection where GPT models outperform supervised approaches when training data
is misaligned with test sets (Bauer et al., 2024). It also reduces ethical risks associated with handling sensitive data during
annotation (Kocon et al., 2023). However, limitations include sensitivity to prompt formulation, which often leads to inconsistent
performance, and reduced accuracy on subjective or pragmatically complex tasks compared to supervised state-of-the-art (SOTA)
models, often resulting in a 25% quality drop (Kocon et al., 2023). In content moderation specifically, zero-shot GPT models achieve
competitive results (e.g., ~ 0.800 accuracy) but may confuse related categories like hatefulness and offensiveness, treating them as
subsets of toxicity, and exhibit biases from training guidelines (Li et al., 2024).

We focus on GPT models for this study because they are among the most widely used LLMs in research and practice, with their
availability through commercial APIs offering a practical baseline for evaluating zero-shot classification in the Dark Web domain.
Despite the potential of other LLM families, GPT’s established versatility across tasks makes it a suitable starting point. However,
the effectiveness of GPT in the Dark Web context remains largely untested, particularly given its unique challenges — intentional
obfuscation, specialized criminal jargon, and multilingual usage — which pose significant obstacles for zero-shot models (Chen et al.,
2024; Prado-Sanchez et al., 2024). Additionally, the inherent non-determinism of LLMs, where identical inputs may yield different
outputs due to sampling randomness (Atil et al., 2025), raises concerns about prediction stability and reproducibility in operational
settings.

To address these open issues, this study conducts the first systematic evaluation of GPT models (GPT-4.1, GPT-4.1-mini, GPT-
4.1-nano, and 04-mini) in the task of zero-shot classification of Dark Web content, using the CoDA dataset. This zero-shot focus
is motivated by the domain’s data scarcity and ethical constraints, allowing us to leverage GPT’s generalization strengths while
probing its limitations in a challenging, multilingual setting. We aim to answer three research questions: (1) How well do GPT
models perform in zero-shot classification of Dark Web texts? (2) How stable are GPT predictions across repeated runs? (3) What
types of classification errors are most common across different illicit activity categories?

Our contributions are threefold. First, we establish the first benchmark of GPT models for multilingual Dark Web classification,
directly addressing RQ1. Second, we provide the first empirical assessment of prediction stability in this domain, addressing RQ2.
Third, we conduct a detailed error analysis that uncovers systematic misclassification patterns tied to lexical ambiguity and domain-
specific obfuscation tactics, thereby addressing RQ3. Together, these contributions offer practical guidance for researchers and
practitioners interested in using zero-shot LLMs to augment or complement traditional supervised approaches in cybersecurity
settings.

The remainder of this paper is organized as follows. Section 2 reviews related work on Dark Web content classification and zero-
shot learning with LLMs. Section 3 describes the dataset, experimental setup, evaluation metrics, and statistical analyses. Section 4
presents our quantitative findings, error analyses, and stability results. Section 5 discusses the broader implications and limitations
of our study. Finally, Section 6 concludes the paper and outlines future directions.

2. Literature review

The Dark Web refers to a collection of websites that are publicly available but intentionally hidden from search engines. Accessing
these sites typically requires specific software, configurations, or authorization. Anonymization tools like Tor provide users with a
high degree of privacy, making the Dark Web an attractive platform for a wide range of activities—both legal and illegal (Cilleruelo
et al., 2021). A significant concern is the proliferation of illicit activities, including the sale of drugs, weapons, and counterfeit
products, as well as hacking services. Classifying the content of Dark Web documents is crucial for law enforcement and cybersecurity
professionals seeking to identify, track, and mitigate such activities (He et al., 2019). However, this task is complicated by the
linguistic diversity, lack of structured data, and rapidly evolving nature of the content (Al-Nabki et al., 2017; Avarikioti et al.,
2018).

In recent years, machine learning—particularly natural language processing (NLP)—has played a key role in automating Dark
Web content classification. A growing body of literature shows the potential of large language models (LLMs) across various domains,
including medicine, engineering, social sciences, and the humanities (Fan et al., 2024). With increasingly powerful pre-trained
models, researchers have applied a range of classification techniques to detect illegal activities on the Dark Web (Jin et al., 2022).
These include bidirectional LSTMs (Elma et al., 2024), support vector machines (SVMs) (Alaidi et al., 2022; Elma et al., 2024), and
pre-trained transformers like BERT, RoBERTa, Mistral, and LLaMA (Chen et al., 2024; Jin et al., 2023). Most of these approaches
have achieved high classification accuracy, with reported F1 scores ranging from 0.810 to 0.960, depending on the category and
model. However, all supervised learning studies to date have focused exclusively on classifying English-language documents from
the CoDA dataset, limiting their applicability to multilingual Dark Web content.

Early approaches relied heavily on supervised learning, using manually labeled datasets. One of the earliest contributions was
the Darknet Usage Text Addresses (DUTA) dataset by Al-Nabki et al. (2017), which includes 6831 documents across 26 categories
such as drugs, weapons, and counterfeit goods. Supervised models trained on this dataset, such as logistic regression with TF-IDF
features, achieved an F1 score of up to 0.970 in a subset of nine categories. This dataset was later expanded to DUTA-10K with
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Table 1
Classification performance (F1 score) of prior studies using LLMs and supervised models for Dark Web
content on the CoDA dataset, including details of models, dataset, and experimental setup.

Study Models Setting/Dataset F1
Jin et al. (2023) DarkBERT Supervised, CoDA (English only) 0.945
Chen et al. (2024) LLaMA-3, Mistral, Zero-shot prompting vs. 0.748-0.945
RoBERTa, DarkBERT supervised, CoDA (English only)
Prado-Sanchez et al. (2024) GPT-3.5-turbo Zero-shot prompting, CoDA (Porn  0.805
excluded, max 16,385 tokens)
Shin et al. (2024) TextCNN + topic modeling Supervised, CoDA (English only) ~0.962

10,367 documents (Al-Nabki et al., 2019). However, DUTA and its extended version suffer from important limitations, including
severe class imbalance, high document similarity, and a large number of empty or extremely short documents (Al-Nabki et al., 2017;
Jin et al., 2022). These issues raise concerns about inflated performance metrics due to train-test leakage, making these datasets
unsuitable for robust model evaluation.

To address these limitations, Jin et al. (2022) introduced the Comprehensive Darkweb Annotations (CoDA) dataset, comprising
10,000 documents distributed across balanced and well-defined illicit activity categories. Using fine-tuned BERT models, they
achieved a weighted F1 score of 0.925 when classifying English-language documents across 10 illicit activity categories. This was
later improved by DarkBERT, a domain-specific model trained on a large Dark Web corpus, which reached 0.945 (Jin et al., 2023).
These results highlight the importance of domain adaptation when applying LLMs to specialized content.

Building on this, Chen et al. (2024) carried out an extensive evaluation of both supervised and zero-shot classifiers on CoDA.
In the supervised setting, they compared a range of transformer architectures, including RoBERTa, DarkBert, as well as fine-tuned
LLaMa-3 and Mistral models, reporting weighted F1 scores of above 0.940 on English-language documents. Their study confirmed
that domain adaptation (as in DarkBERT) and fine-tuning remain the most reliable strategies for maximizing classification accuracy,
but also emphasized their dependency on large volumes of high-quality labeled data.

More recently, Shin et al. (2024) pushed supervised approaches further by introducing a hybrid architecture that combines
TextCNN with topic modeling to capture both local lexical patterns and broader semantic features in Dark Web texts. Their
experiments on CoDA (restricted to English content) achieved a weighted F1 score of 0.962, the highest reported to date for
supervised classifiers. This progression — from BERT-based fine-tuning to more specialized hybrid models — demonstrates the
upper bound of what can be achieved with supervised learning under controlled, monolingual settings.

Despite these advances, training and evaluating fine-tuned models requires large, up-to-date datasets, which are costly, risky, and
often infeasible to collect in the Dark Web context. Moreover, the quality of these datasets, including issues like annotation errors,
class imbalance, or inconsistent labeling, can significantly impact the performance of supervised classifiers. For example, Cascavilla
et al. (2022) reported a weighted F1 score of 0.800 on a diverse multi-source Dark Web dataset using a fine-tuned BERT model,
significantly below results from other studies based on the CoDA dataset. Finally, it is important to note that all supervised
experiments were computed on English-language documents, excluding non-English documents from evaluation.

An alternative approach that avoids the need for labeled data and domain-specific fine-tuning is zero-shot or few-shot prompting.
These paradigms use pre-trained LLMs to classify text by simply describing the task and categories in natural language. Zero-shot
models receive only the task description and input text, while few-shot models include a few labeled examples in the prompt. This
represents a shift away from supervised learning by leveraging general-purpose language understanding.

In addition to their supervised experiments, Chen et al. (2024) conducted one of the first systematic evaluations of zero-shot
LLM-based classifiers on a subset of the CoDA. Their experiments tested LLaMA-3 and Mistral models under a zero-shot approach,
comparing them with their respective fine-tuned versions as well as supervised BERT variants. While supervised models such as
DarkBERT or fine-tuned LLaMa-3 achieved weighted F1 scores above 0.940, zero-shot models lagged behind; for example, LLaMA-3
under a zero-shot approach reached 0.748 F1 score. They also reported large performance gaps across categories, with technical
domains such as malware showing the highest error rates. Importantly, their evaluation was restricted to the English portion of the
CoDA dataset, excluding multilingual content. When extending the analysis to other multilingual datasets that combined English
and Chinese documents, they found that BERT-based models performed substantially worse, whereas fine-tuned LLaMA and Mistral
models were comparatively more robust.

Building on this line of work, Prado-Sanchez et al. (2024) evaluated GPT-3.5-turbo in a zero-shot setting on part of the CoDA
dataset. Their study used carefully crafted prompts describing each of the ten illicit activity categories, and compared model
predictions against human annotations. They reported a weighted F1 score of 0.805, notably below fine-tuned approaches but
within the range of intercoder agreement among human annotators. However, their experiments excluded the Porn category and
constrained the input context to 16,385 tokens, which is smaller than the size of some documents in the dataset. These factors may
have limited the comparability of their evaluation with respect to both the dataset and other LLM-based approaches.

As shown in Table 1, prior research on the CoDA dataset has explored both supervised and zero-shot approaches, with supervised
fine-tuned models generally outperforming LLM-based prompting. However, most supervised studies have been restricted to English
content and rely on resource-intensive annotation pipelines, limiting their scalability and applicability in real-world, multilingual
Dark Web contexts. Likewise, existing zero-shot evaluations have been either partial (restricted to subsets of CoDA) or limited to
specific model families, leaving important questions unanswered regarding the performance, robustness, and error patterns of GPT
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models—the most widely used LLMs in practice. By systematically benchmarking multiple GPT variants in a fully multilingual
setting, and by examining prediction stability alongside detailed error analyses, our study extends prior work and addresses critical
gaps at the intersection of Dark Web classification, zero-shot learning, and applied LLM evaluation.

Further evidence from other domains reinforces the potential of zero-shot prompting. GPT models have demonstrated the ability
to perform text classification in multiple domains by relying on a combination of general knowledge and task-specific instructions
provided in natural language prompts (Kalyan, 2024), although its performance is generally below state-of-the-art techniques for
each problem (Kocori et al., 2023). Studies in financial document classification show that GPT models can perform competitively
with minimal prompting (Loukas et al., 2023). GPT-based models have also been effective in classifying hateful, toxic, or offensive
content in social media, often achieving around 0.800 accuracy using few-shot prompts (Bauer et al., 2024; Gupta, 2022; Li et al.,
2024). GPT models have also demonstrated their effectiveness in classifying names by gender (Dominguez-Diaz et al., 2024; Goyanes
et al., 2024) and sentiment analysis (Belal et al., 2023; Mathebula et al., 2024).

Nonetheless, zero-shot prompting presents clear challenges. Reiss (2023) emphasize this non-determinism, which complicates
deployment in sensitive or production contexts. While general-purpose LLMs cover a broad range of knowledge, they often struggle
with domain-specific terminology, particularly in fields like law (Padiu et al., 2024), medicine (Tariq et al., 2024) or the Dark Web,
which features distinctive jargon, multilingual content, and unconventional phrasing. Moreover, the rapid pace at which LLMs
evolve—with frequent releases of increasingly capable models—creates a moving target for researchers and practitioners alike,
making continuous evaluation essential to understand current capabilities and limitations.

Our work contributes to the current literature by offering the first comprehensive evaluation of the most recent GPT-based models
(GPT-4.1, GPT-4.1-mini, GPT-4.1-nano, and o4-mini) for zero-shot classification on the full CoDA dataset, including multilingual
texts. Unlike prior studies that focused on partial datasets or older GPT versions, this study examines the classification performance
and stability of these models across all 10 illicit activity categories in CoDA, establishing a baseline and providing insights into their
applicability for Dark Web content classification.

3. Methodology
3.1. Data sources

This research utilized the Comprehensive Darkweb Annotations (CoDA) dataset, developed to support the analysis of linguistic
features in Dark Web content (Jin et al., 2022). CoDA consists of 10,000 unique documents collected from various Dark Web
marketplaces and forums, each manually labeled into one of ten thematic categories. The class distribution is not perfectly balanced:
Others (2919; 29.2%), Porn (1205; 12.1%), Drugs (1166; 11.7%), Financial (1003; 10.0%), Gambling (787; 7.9%), Crypto (761; 7.6%),
Hacking (649; 6.5%), Arms (599; 6.0%), Violence (485; 4.9%), and Electronic (426; 4.3%). This imbalance motivates the use of
weighted metrics and per-class reporting in our evaluation (see Table 6).

Notably, the dataset includes documents in multiple languages, primarily English (8855 documents), with the remaining 1145 in
languages such as Russian, German, and French, reflecting the multilingual nature of Dark Web content. While its class distribution
is not perfectly uniform, CoDA is substantially better balanced than earlier corpora such as DUTA and DUTA-10K, which suffered
from severe class imbalance and redundancy. As a result, CoDA has become one of the most widely used benchmarks for evaluating
automated classification techniques in this domain Chen et al. (2024), Jin et al. (2023), Sennad et al. (2025), Shin et al. (2024).

The use of CoDA in this study facilitates meaningful comparisons with prior work on zero-shot and supervised classification
approaches, ensuring compatibility with existing benchmarks and methodological standards. Furthermore, no additional preprocess-
ing or filtering was applied to the dataset apart from its conversion to UTF-8 encoding, which was necessary to prevent potential
character decoding issues during inference. All document texts, including those in non-English languages, were used in their original
form to preserve the authenticity of the linguistic content.

3.2. Classification procedure

In our experiments, we assessed four open-weight large language models—GPT-4.1-nano, GPT-4.1-mini, GPT-4.1, and o4-
mini—under zero-shot classification conditions through the OpenAl API. The zero-shot setting was selected to evaluate model
capabilities in realistic low-resource scenarios where labeled data may be unavailable or difficult to obtain, as is often the case in the
Dark Web domain. This approach also facilitates direct comparison with prior zero-shot evaluations reported in the literature (Chen
et al., 2024).

The four models evaluated in this work represent different configurations of the GPT-4 family, varying mainly in parameter scale
and computational cost. GPT-4.1-nano and GPT-4.1-mini are lightweight models optimized for efficiency, while GPT-4.1 is a larger
model designed for higher accuracy. 04-mini is part of the o-series optimized for cost-effective reasoning. Although exact parameter
counts are not publicly disclosed, these variants are known to differ in capacity, context length, and inference speed, which directly
impact classification performance. All models expose a maximum context window of 1,048,576 tokens, except 04-mini, which is
limited to 200,000 tokens. These context windows are enough to process any chosen document of the CoDA dataset in a single
query to the OpenAl API.

To minimize output variability and promote response stability across repeated inferences, all models were configured with a
temperature value of 0, reducing sampling randomness as much as possible. This setting was applied to GPT-4.1-nano, GPT-
4.1-mini, and GPT-4.1. However, the 04-mini model does not expose a temperature parameter due to its architectural design.
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Instead, 04-mini was configured with its reasoning_effort parameter set to 1ow, corresponding to the least exploratory mode
available for this model.

Each model was prompted with the same English-language instruction template, which included a task description, the full
list of category definitions, and a request to classify the content of a given darknet document into one of the ten predefined CoDA
classes. The descriptions used for each category were quoted verbatim from the original annotation guidelines published by Jin et al.
(2022), ensuring full alignment with the human classification protocol described in their study. The complete prompt is provided
in Appendix to support reproducibility.

To facilitate automated parsing and ensure consistency across model outputs, each prompt explicitly instructed the model to
return its classification decision in a structured JSON format, using a single key named "category" and a value corresponding
to one of the ten predefined class labels. This constraint minimized ambiguity in the output format and simplified downstream
evaluation by reducing the need for additional text normalization or pattern matching.

All classification inferences were performed document by document, without batching, to avoid interactions between inputs
and to ensure consistency across models. This strategy also allowed us to precisely monitor token usage and model refusals on
a per-document basis. While batching can improve computational efficiency, it was avoided here to maintain strict control over
inference conditions and comparability with prior zero-shot evaluations (Chen et al., 2024; Prado-Sanchez et al., 2024).

Following each classification test, we applied two post-processing steps to validate outputs and handle moderation-related
exceptions. First, all model responses were checked against the predefined list of valid CoDA labels. Any output that did not exactly
match one of the ten expected categories — including lexical variants (e.g., "Electronics" instead of Electronic) or unrelated
terms — was classified as invalid and counted as a misclassification in the evaluation. Second, we recorded instances in which
models refused to provide a classification due to content moderation policies, particularly in sensitive categories such as Porn or
Violence. These refusals were likewise treated as misclassifications, ensuring that all types of classification failure were reflected in
the reported metrics.

3.3. Evaluation metrics

We adopt weighted Precision, Recall, and F1 score as our primary evaluation metrics, consistent with prior studies on CoDA
and Dark Web text classification (Chen et al., 2024; Jin et al., 2023, 2022; Prado-Sénchez et al., 2024). These metrics provide a
transparent way to capture both the ability to correctly identify positive instances (Recall) and to avoid false alarms (Precision),
which is especially relevant in high-risk applications such as cybersecurity and law enforcement. The F1 score balances these two
aspects and is therefore widely regarded as the most informative single measure of classifier performance in this context.

Interpreting these metrics requires considering both the evaluation setting and prior benchmarks. In supervised settings, state-
of-the-art models such as DarkBERT or TextCNN-+topic modeling have achieved weighted F1 scores above 0.940 (Jin et al., 2023;
Shin et al., 2024), establishing an approximate upper bound under favorable conditions. In contrast, zero-shot models typically
report lower performance, with weighted F1 scores around 0.750-0.800 (Chen et al., 2024; Prado-Sanchez et al., 2024), making
improvements within this range meaningful despite being below supervised standards. Moreover, variation across categories is
critical: for example, misclassifying Drugs as Financial may be less consequential than failing to detect Violence, underscoring the need
to analyze per-class results in addition to global metrics. Our evaluation protocol aligns with emerging best practices in evidence-
centered benchmark design for NLP (Liu et al., 2024), by explicitly reporting per-class metrics and discussing their implications
rather than relying solely on aggregate scores.

We computed weighted Precision, Recall, and F1 score, along with per-category F1 scores (Sokolova & Lapalme, 2009). To
account for class imbalance and ensure that global performance metrics reflected the relative frequency of each category, we
employed a weighted averaging scheme. Let C be the set of classes, s, the number of instances in class ¢, and S = Y .. s. the
total number of instances.

For each class ¢ € C, define:

TP, = true positives, FP, = false positives, FN, = false negatives

Then, per-class Precision, Recall, and F1 score are:
TP,

Precisionc = m if TPC + FPC > 0, else 0 (1)
Recall TP if TP, + FN, > 0, else 0 2
= = i . , else
€4 = TP, + PN, e T e

2 - Precision, - Recall, . o
Fl. = — if Precision, + Recall, > 0, else 0 3
Precision, + Recall,

The weighted Precision, Recall, and F1 score are defined as:

s
Precisionyeighted = Z EC - Precision, “@
ceC
s
Recallyeighted = Z EE - Recall, (5)
ceC
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Table 2
Comparison of class distributions between the full dataset of 10,000 documents and the 500-
document sample. Values are ordered by frequency in the full dataset.

Category Full dataset (n) Full dataset (%) Sample (n) Sample (%)
Others 2919 29.2% 151 30.2%
Porn 1205 12.1% 73 14.6%
Drugs 1166 11.7% 52 10.4%
Financial 1003 10.0% 47 9.4%
Gambling 787 7.9% 38 7.6%
Crypto 761 7.6% 31 6.2%
Hacking 649 6.5% 37 7.4%

Arms 599 6.0% 31 6.2%
Violence 485 4.9% 26 5.2%
Electronic 426 4.3% 14 2.8%

SC
Flyeighted = Z S F1, ©)

ceC

These formulas ensure that each class contributes proportionally to the overall metric, providing a more representative and
balanced assessment of model performance across all categories.

To specifically address potential differences in model performance across languages, we also computed weighted F1 scores
separately for documents written in English and for those written in other languages (e.g., Russian, German, French). This stratified
evaluation allowed us to directly compare classification accuracy across linguistic groups while controlling for the imbalance
in language distribution within the CoDA dataset (8855 English vs. 1145 non-English documents). This procedure ensures that
our analysis of multilingual capability is empirically grounded and that performance disparities between languages are explicitly
quantified.

To assess model stability, we adopted the TARa@10 metric (Total Agreement Rate over Parsed-Out Answers, with 10 repetitions),
originally proposed by Atil et al. (2025). To the best of our knowledge, this is one of the first metrics specifically designed to measure
the stability of LLM outputs under repeated queries with a fixed prompt. TARa@10 quantifies the proportion of identical outputs
obtained across ten repeated inferences. This zero-shot variance was evaluated by sampling 500 random CoDA documents, querying
the models ten times for each document, and computing the output agreement rate. The choice of ten repetitions and a sample size of
500 was made to ensure sufficient precision in the estimation of agreement rates while maintaining computational feasibility, given
the repeated inferences required per document. Table 2 shows the category distribution of the 500-document sample compared to
the full dataset. A post-hoc power analysis was conducted to evaluate whether the sample size was sufficient to detect statistically
significant differences in output agreement between models. The results indicated that the design had adequate power (> 0.8) to
detect small effect sizes (greater than 0.1, in terms of Cohen’s d), thereby supporting the reliability of our comparative findings.

In addition, confusion matrices were constructed for each model using the entire test set. The counts in these matrices were row-
normalized to represent the proportion of true instances for each class that were classified into each predicted category, facilitating
the identification of misclassifications patterns across classes. These normalized counts were estimated through bootstrap resampling
to provide confidence intervals around the observed proportions, with values rounded to three decimal places for clarity. Analyzing
row-normalized confusion matrices with bootstrap confidence intervals enabled us to pinpoint specific categories that models tended
to confuse, revealing semantic weaknesses under zero-shot classification.

To gain further insight into the underlying causes of the identified misclassification patterns, we conducted a qualitative analysis.
A random sample comprising 20% of the misclassified documents was manually reviewed to explore common linguistic or semantic
features that may have contributed to the errors. This analysis helped contextualize quantitative trends and supported a deeper
interpretation of model limitations in handling ambiguous or overlapping categories.

3.4. Statistical analysis

All reported metrics were accompanied by 95% confidence intervals estimated via nonparametric bootstrap resampling.
Specifically, each metric was recalculated across 1000 bootstrap samples drawn with replacement from the evaluation set, following
the bias-corrected and accelerated (BCa) method, implemented via the bootstrap function in the Python scipy library.

In addition to constructing confidence intervals for individual metrics, we applied bootstrap testing to compare differences
between models. Pairwise comparisons of global, per-category, and per language F1 scores, as well as TARa@10 stability metrics,
were performed by generating the bootstrap distribution of score differences across 1000 resamples.

The choice of 1000 bootstrap resamples was made to balance statistical precision and computational feasibility, as this number
is widely regarded as sufficient for stable estimation of 95% confidence intervals and p-values in most practical settings (Davison &
Hinkley, 1997; Efron & Tibshirani, 1993).

The bias-corrected and accelerated (BCa) method was employed due to its established robustness in the statistical literature, as it
corrects for bias and skewness in the sampling distribution, providing more accurate confidence intervals compared to the standard
percentile method, particularly for non-normal or complex data distributions (Davison & Hinkley, 1997; Efron, 1987).
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Table 3
Classification stability (TARa@10) and performance (F1 score, Precision, Recall) with 95% confidence
intervals (CIs) for evaluated models.
Model Stability (TARa@10) F1 Precision Recall
GPT-4.1-nano 0.928 [0.904, 0.948] 0.793 [0.785, 0.802] 0.829 [0.821, 0.836] 0.792 [0.783, 0.800]
GPT-4.1-mini 0.970 [0.952, 0.982] 0.886 [0.880, 0.892] 0.890 [0.885, 0.897] 0.886 [0.880, 0.892]
GPT-4.1 0.964 [0.944, 0.978] 0.885 [0.879, 0.891] 0.889 [0.883, 0.895] 0.886 [0.879, 0.892]
04-mini 0.902 [0.874, 0.926] 0.886 [0.880, 0.892] 0.891 [0.885, 0.897] 0.886 [0.880, 0.892]

Table 4
Pairwise comparisons of model stability (TARa@10) with 95% confidence intervals (CIs), Cohen’s d, effect size interpretation,
achieved power, and BH-adjusted p-value.

Model A Model B Mean 4 Cohen’s d Effect Size Power p
GPT-4.1-mini 04-mini 0.068 [0.044, 0.096] 0.28 Small 1.000 <0.001
GPT-4.1 04-mini 0.062 [0.040, 0.088] 0.25 Small 1.000 <0.001
GPT-4.1-nano GPT-4.1-mini —0.042 [-0.068, —0.018] -0.19 Negligible 0.990 0.001**
GPT-4.1-nano GPT-4.1 —0.036 [-0.062, —0.010] —0.16 Negligible 0.945 0.012*
GPT-4.1-nano 04-mini 0.026 [—0.004, 0.056] 0.09 Negligible 0.548 0.152
GPT-4.1-mini GPT-4.1 0.006 [-0.014, 0.026] 0.03 Negligible 0.116 0.668
* p<0.05, ** p<0.0l, ** p<0.00l.

For each pairwise comparison, statistical significance was tested by calculating raw p-values from the bootstrap distribution of
the mean differences for F1 scores and TARa@10 stability metrics, following the methodology described by Davison and Hinkley
(1997). The two-sided p-value is defined as:

B B
. 1 1
Phbootstrap = 2 - min <E Z I(6; <0), 3 Z I(s; > O)> ()]
i=1 i=1

where B = 1000 is the number of bootstrap resamples, §; is the difference in means for the ith resample, and I is the indicator
function.

To address multiple comparisons, we applied the Benjamini-Hochberg (BH) procedure to control the false discovery rate (FDR)
at a significance level of a = 0.05. The BH correction was performed on the raw p-values from bootstrap comparisons, using the
multipletests function from the Python statsmodels library. All p-values from global and per-category comparisons were
concatenated, corrected using the FDR-BH method, and reassigned to their respective comparisons, with adjusted p-values and
rejection decisions saved for analysis (Benjamini & Hochberg, 1995).

Effect sizes for pairwise comparisons were quantified using Cohen’s d, adapted for paired samples to account for the repeated
measures design, as described by Cohen (1988). Effect sizes were classified as negligible (|d| < 0.2), small (0.2 < |d| < 0.5), medium
(0.5 < |d| <0.8), or large (|d| > 0.8).

A post-hoc power analysis was conducted for all pairwise tests of F1 scores and TARa@I10 stability metrics, using the
TTestPower class from the statsmodels library, assuming a two-sided t-test for paired samples with « = 0.05. For global
F1 score comparisons, the sample size was set to 10,000 (the full CoDA dataset). For stability comparisons, the sample size was 500
(the subset used for TARa@10). For per-category F1 scores, sample sizes were determined by the number of documents per category
in the CoDA dataset, extracted using pandas. The effect size (Cohen’s d) for each comparison was used to compute achieved power,
ensuring sufficient sample sizes to detect observed differences with high confidence (Cohen, 1988).

4. Results

Table 3 presents the classification performance metrics (F1 score, Precision, and Recall) and stability (measured as TARa@10) for
all evaluated models, along with 95% confidence intervals obtained via bootstrapping. Overall, GPT-4.1-mini, GPT-4.1, and o4-mini
achieved the best classification performance, obtaining nearly identical F1 scores (= 0.886) as well as Precision and Recall values. In
contrast, GPT-4.1-nano exhibited the lowest performance, with an F1 score of 0.793 and lower Precision and Recall. Despite this, it
still maintained a relatively high stability score (0.928). Interestingly, although 04-mini matched the top models in F1 score (0.886),
its Stability was notably lower (0.902), suggesting that while its classification accuracy is competitive, its predictions may be less
consistent across equal inputs.

Table 4 shows that both GPT-4.1-mini and GPT-4.1 were significantly more stable than 04-mini, with mean differences of +0.068
and +0.062, respectively, and small effect sizes (Cohen’s d = 0.280 and 0.250). A post-hoc power analysis (n=500) yielded high
power (1.000), confirming sufficient sample size for these comparisons. Similarly, both outperformed GPT-4.1-nano in terms of
stability, with statistically significant differences and negligible effect sizes (Cohen’s d = —0.192 and —0.160), and power values of
0.990 and 0.945. However, the comparison between GPT-4.1-nano and o4-mini was not statistically significant, with a negligible
effect size (Cohen’s d = 0.093) and low power (0.548). No significant difference was found between GPT-4.1-mini and GPT-4.1 in
stability, with a negligible effect size (Cohen’s d = 0.034) and very low power (0.116).
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Table 5
Pairwise comparisons of model performance (F1 score) with 95% confidence intervals (CIs), Cohen’s d, effect size interpretation,
achieved power, and BH-adjusted p-value.

Model A Model B Mean 4 Cohen’s d Effect Size Power p
GPT-4.1-nano GPT-4.1-mini —0.093 [-0.102, —0.086] —24.25 Large 1.000 <0.001***
GPT-4.1-nano GPT-4.1 —0.092 [-0.100, —0.084] -23.12 Large 1.000 <0.001
GPT-4.1-nano 04-mini —-0.093 [-0.101, —0.086] -23.74 Large 1.000 <0.001
GPT-4.1-mini GPT-4.1 0.001 [-0.004, 0.006] 0.46 Small 1.000 0.668
GPT-4.1-mini o4-mini 0.000 [-0.004, 0.005] 0.14 Negligible 1.000 0.913
GPT-4.1 04-mini —0.001 [-0.006, 0.003] -0.33 Small 1.000 0.809

* p<0.05, ** p<0.0l, ** p<0.00l.

Table 6

Classification performance (F1 score) for each CoDA category with 95% confidence intervals (CIs).
Category GPT-4.1-nano GPT-4.1-mini GPT-4.1 04-mini
Arms 0.810 [0.783, 0.832] 0.957 [0.943, 0.968] 0.933 [0.917, 0.946] 0.942 [0.926, 0.953]
Crypto 0.684 [0.661, 0.708] 0.818 [0.799, 0.838] 0.836 [0.816, 0.854] 0.840 [0.820, 0.858]
Drugs 0.935 [0.924, 0.945] 0.959 [0.950, 0.966] 0.953 [0.944, 0.961] 0.956 [0.946, 0.963]
Electronic 0.276 [0.229, 0.333] 0.863 [0.834, 0.888] 0.912 [0.889, 0.930] 0.904 [0.882, 0.924]
Financial 0.753 [0.730, 0.774] 0.867 [0.851, 0.881] 0.879 [0.864, 0.893] 0.893 [0.879, 0.907]
Gambling 0.908 [0.891, 0.922] 0.985 [0.978, 0.990] 0.976 [0.968, 0.983] 0.969 [0.959, 0.977]
Hacking 0.769 [0.742, 0.792] 0.829 [0.807, 0.851] 0.828 [0.806, 0.846] 0.786 [0.762, 0.808]
Others 0.787 [0.775, 0.800] 0.855 [0.845, 0.865] 0.850 [0.840, 0.859] 0.854 [0.843, 0.863]
Porn 0.937 [0.926, 0.946] 0.943 [0.933, 0.953] 0.943 [0.932, 0.951] 0.947 [0.937, 0.956]
Violence 0.666 [0.633, 0.699] 0.758 [0.722, 0.790] 0.730 [0.697, 0.764] 0.731 [0.697, 0.764]

Regarding F1 score (Table 5), all comparisons involving GPT-4.1-nano showed large and statistically significant differences,
with very large effect sizes (Cohen’s d = —24.25, —23.12, —23.74), confirming that it performed substantially worse than all other
models. A post-hoc power analysis (n=10,000) yielded power of 1.000 for these comparisons. In contrast, the differences between
GPT-4.1-mini, GPT-4.1, and o4-mini were minimal and not statistically significant, with small to negligible effect sizes (Cohen’s d =
0.462, 0.143, —0.328), and power values of 1.000. The bootstrapped comparisons for Precision and Recall yielded results consistent
with those of the F1 score.

Beyond the quantitative performance metrics, several anomalies were observed during the classification tasks, particularly for
the GPT-4.1-nano model. In the full dataset evaluation (10,000 documents), a total of 175 responses did not match any of the
valid category labels explicitly provided in the prompt. Responses included minor variations such as "Electronics" instead
of Electronic, "Cards" or "Carding" instead of Financial, "Guns" instead of Arms, or "Cripto" instead of Crypto, reflecting
inconsistent adherence to the specified category vocabulary.

For the GPT-4.1-mini model, a different issue emerged: during the full dataset evaluation, four documents from the Porn class
triggered content policy restrictions, resulting in error messages indicating the model’s refusal to classify such content. Interestingly,
during the stability testing (which involved repeated classifications over a sample of 500 documents), this issue was observed only
once and only affected two of the ten repetitions for a single document—highlighting a lack of consistency in content moderation
responses. Notably, the GPT-4.1 and 04-mini models did not return any out-of-range values or policy-related errors in any of the
test scenarios.

To better visualize performance differences across models and categories, Fig. 1 displays bootstrapped confidence intervals for
per-category F1 scores, excluding GPT-4.1-nano for clarity. In most categories, the three higher-performing models (GPT-4.1-mini,
GPT-4.1, and o4-mini) showed relatively close performance, with several cases exhibiting overlapping intervals.

Table 6 presents the F1 scores by category for each model, with 95% confidence intervals. Categories such as Drugs, Gambling,
and Porn were classified with high accuracy across all models, achieving F1 scores above 0.94, except for GPT-4.1-nano. In contrast,
Electronic and Violence consistently showed the lowest performance, with F1 scores notably below 0.9 for most models. The GPT-
4.1-nano model performed significantly worse across nearly all categories, with particularly poor results in Electronic (F1 = 0.276)
and Crypto (F1 = 0.684).

Table 7 reveals significant variations in per-category F1 scores among GPT-4.1-mini, GPT-4.1, and 04-mini, adjusted for multiple
comparisons using the Benjamini-Hochberg procedure at an FDR of 0.05. Notable strengths emerge for GPT-4.1-mini in Arms,
Gambling, and Hacking, where it consistently outperforms the other models, particularly against o4-mini. Conversely, GPT-4.1-mini
exhibits weaknesses in Crypto and Electronic, lagging behind both GPT-4.1 and o4-mini, with the largest disparities observed in
Electronic. The Financial category highlights 04-mini’s superiority over both GPT models, while Violence shows GPT-4.1-mini edging
out o4-mini. These differences, supported by large effect sizes and perfect power (1.000), underscore category-specific performance
profiles, suggesting potential influences from training data or classification strategies that warrant deeper analysis.

A language-stratified analysis revealed consistent performance across English and non-English documents, with only limited
differences between the two subsets (Table 8). The largest gap was observed for GPT-4.1, which achieved a higher F1 on English
documents (4 = 0.031 [0.006, 0.056]), a statistically significant difference with a large effect size (d = 2.30, p = 0.011; Table 9).
In contrast, the other models showed smaller and non-significant differences: GPT-4.1-mini favored English, 04-mini had a mild
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Fig. 1. Bootstrap mean F1 scores with 95% confidence intervals for each category and model, excluding GPT-4.1-nano for clarity. Each point
represents the mean F1 score computed via 1000 bootstrap resamples, and error bars indicate the 95% confidence interval. Categories are sorted
alphabetically along the x-axis.

Table 7

Statistically significant differences in per-category classification performance (F1 score) with 95%
confidence intervals (CIs), Cohen’s d, effect size interpretation and BH-Adjusted p-value. Achieved
power is 1.000 for all the comparisons. GPT-4.1-nano is excluded for clarity.

Category Comparison Mean 4 Cohen’s d Effect size p

Arms GPT-4.1-mini — GPT-4.1 0.025 [0.012, 0.037] 3.80 Large <0.001***
Arms GPT-4.1-mini — 04-mini 0.015 [0.004, 0.028] 2.48 Large 0.013*
Crypto GPT-4.1-mini — GPT-4.1 -0.018 [-0.030, -0.005] -2.70 Large 0.016*
Crypto GPT-4.1-mini — 04-mini -0.022 [-0.036, -0.007] -2.96 Large 0.004**
Electronic ~ GPT-4.1-mini — GPT-4.1 -0.050 [-0.070, -0.032] -5.03 Large <0.001***
Electronic GPT-4.1-mini — o04-mini -0.042 [-0.065, -0.021] -3.70 Large <0.001***
Financial GPT-4.1-mini — o04-mini -0.027 [-0.039, -0.015] -4.48 Large <0.001%***
Financial GPT-4.1 — 04-mini -0.015 [-0.026, -0.003] -2.54 Large 0.013*
Gambling GPT-4.1-mini — 04-mini 0.016 [0.011, 0.024] 4.91 Large <0.001 ***
Gambling GPT-4.1 — 04-mini 0.007 [0.002, 0.014] 2.41 Large 0.021*
Hacking GPT-4.1-mini — 04-mini 0.043 [0.027, 0.061] 4.96 Large <0.001***
Violence GPT-4.1-mini — 04-mini 0.027 [0.003, 0.051] 2.24 Large 0.045*

* p <005, ** p<0.0l, *** p<0.00l.

Table 8
Classification performance (F1 score) for English and non-English docu-
ments with 95% confidence intervals (CIs).

Model English F1 Non-English F1

GPT-4.1-nano 0.791 [0.783, 0.800] 0.826 [0.803, 0.846]
GPT-4.1-mini 0.890 [0.884, 0.8971] 0.864 [0.844, 0.882]
GPT-4.1 0.891 [0.885, 0.897] 0.852 [0.830, 0.869]
04-mini 0.890 [0.883, 0.896] 0.868 [0.846, 0.885]

advantage for English, and GPT-4.1-nano performed slightly better on non-English texts, though none of these reached statistical
significance (p > 0.05). Overall, these results suggest that the evaluated GPT models exhibit broadly robust multilingual performance,
with only one model showing a systematic bias toward English content.

To further investigate model behavior, we examined the confusion matrix of GPT-4.1-mini (Fig. 2) and complemented this
analysis with a qualitative review of a random 20% sample of misclassified documents. The confusion matrix was generated through
bootstrap sampling over predictions on the full dataset. Values represent the mean percentage of documents in each cell along with
95% confidence intervals. The model demonstrated strong performance in categories such as Arms (96.5%), Gambling (98.9%), and
Drugs (95.7%), but also revealed systematic misclassification patterns that reflect recurring sources of confusion.

The most frequent misclassification involved documents incorrectly labeled as Others, despite belonging to more specific
categories. Notably, the model misclassified 27.9% of documents originally labeled as Violence into Others, along with cases from
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Table 9
Classification performance differences (F1 score) between English and non-English language with 95%
confidence intervals (CIs), Cohen’s d, effect size interpretation and BH-Adjusted p-value.

Model A F1 Cohen’s d Effect Size Power p

GPT-4.1-nano —0.024 [-0.052, 0.005] -1.59 Large 1.000 0.162

GPT-4.1-mini 0.009 [-0.018, 0.036] 0.69 Medium 1.000 0.531

GPT-4.1 0.031 [0.006, 0.056] 2.30 Large 1.000 0.011*

04-mini 0.020 [-0.006, 0.045] 1.49 Large 1.000 0.170
* p<0.05, ** p<0.01, *** p <0.001.

Porn (6.6%), Hacking (3.6%), Financial (4.4%), and Drugs (3.6%). Based on the qualitative review, one possible explanation is the
model’s conservative handling of borderline cases—particularly when documents lack explicit keywords or direct references to illicit
services.

For instance, many Violence documents misclassified as Others involved forum discussions about politically charged events, such
as shootings or historical violence. The GPT-4.1-mini model often interpreted these as general political discourse rather than criminal
content, likely due to a strict adherence to the Violence category’s definition, which emphasizes explicit references to trafficking,
blackmail, or torture. Additionally, the qualitative review identified cases of fictional violence — such as depictions of violent acts
in comics or video games — labeled as Violence by human annotators but classified as Others by GPT models. These reasonable
discrepancies highlight how differing interpretations of category boundaries contribute to systematic divergences between model
predictions and human annotations.

Conversely, the model also reassigned numerous Others documents into specific classes, most frequently Crypto (5.3%), Hacking
(3.6%), and Financial (2.4%). Qualitative insights suggest that some prevalent terms — such as references to cryptocurrency wallets,
malware, or payment services — which are especially frequent in Dark Web documents, may have triggered confident predictions
for a specific illicit activity, rendering GPT models as overly sensitive to domain-specific jargon which is not so common in surface
web and in other types of documents fed to the models during their training.

Outside the Others class, another recurring confusion occurred between Electronic and Financial: 16.9% of Electronic documents
were misclassified as Financial. This appears to be partially explained by listings that combine electronic devices with services clearly
intended for financial fraud in Dark Web marketplaces. The model likely inferred the Financial label based on the co-occurrence
of banking terms, cryptocurrencies, or carding-related jargon. Although this explanation is plausible for many of the reviewed
documents, other factors may also contribute to this confusion.

Less frequent but illustrative errors include Violence-to-Arms (4.3%), Crypto-to-Hacking (3.3%), Crypto-to-Financial (1.8%), and
Porn-to-Violence (1.7%). As suggested by the earlier qualitative review, these misclassifications often reflect overlapping thematic
content. For instance, Violence-to-Arms cases involved violent scenarios where the mention of weapons may have dominated the
interpretation. Crypto-to-Hacking errors typically combined references to hacking tools and cryptocurrency, while Crypto-to-Financial
confusion likely stemmed from the co-occurrence of crypto-related and financial language. In Porn-to-Violence cases, explicit content
with violent undertones may have shifted the model’s focus toward violence. These examples illustrate how single-label classification
can be limiting when documents blend elements from multiple categories.

In sum, the qualitative review provided additional context to interpret confusion matrix patterns and revealed plausible sources of
systematic error. However, it is important to emphasize that these explanations are hypotheses based on sampled cases, not definitive
accounts. Other factors — such as annotation inconsistencies, implicit cultural knowledge, or token-level attention behaviors — may
also contribute to these misclassifications and warrant further investigation.

5. Discussion

Supervised models, such as fine-tuned BERT, RoBERTa, and DarkBERT, have set the benchmark on the CoDA dataset, achieving
F1 scores above 0.920 through domain adaptation and hybrid architectures like TextCNN with topic modeling (Chen et al., 2024; Jin
et al., 2023; Shin et al., 2024). These models, however, rely on large, curated labeled datasets and have been evaluated only on the
English-language subset of CoDA. In contrast, our study evaluates four GPT-based models (GPT-4.1, GPT-4.1-mini, GPT-4.1-nano,
and o4-mini) for zero-shot classification on the full CoDA dataset, including multilingual texts, achieving weighted F1 scores of
approximately 0.885 for the top-performing models. This performance surpasses previous zero-shot evaluations on CoDA, such as
GPT-3.5-turbo (0.805) (Prado-Sanchez et al., 2024) and LLaMA-3 (0.748) (Chen et al., 2024). The similar F1 scores of GPT-4.1-mini,
GPT-4.1, and o4-mini, despite their differences in size and configuration, suggest that performance may be constrained by factors
such as prompt design or category definitions.

Table 10 summarizes the F1 scores of prior CoDA studies alongside the present zero-shot GPT models. While supervised models
still outperform zero-shot approaches by 6-8 percentage points, it is important to note that prior supervised evaluations were limited
to English-only subsets. Our work is, to our knowledge, the first to process the full multilingual CoDA dataset, demonstrating that
GPT-based models achieve competitive performance across diverse languages—a practical advantage given the multilingual nature
of the Dark Web (Ebrahimi et al., 2022).

The language-stratified evaluation confirms that GPT-based models maintain broadly consistent performance across English and
non-English documents. Importantly, differences were small in magnitude and rarely reached statistical significance. Only GPT-4.1
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Fig. 2. Normalized Confusion Matrix for GPT-4.1-mini on the CoDA Dataset. Each row corresponds to the true category of documents, and
each column corresponds to the predicted category. Cell values show the mean percentage of documents of a true category classified into each
predicted category (row-normalized), with 95% bootstrap confidence intervals indicated below the mean. Colors represent the proportion of
documents on a logarithmic scale, where darker shades indicate higher classification percentages. Values of 0% are shown as blank cells for
readability.

Table 10
Classification performance (F1 score) on the CoDA dataset, comparing the results of the present study with prior studies,
including model details, dataset, and experimental setup.

Study Model Setup Dataset F1
Chen et al. (2024) LLaMA-3 Zero-shot CoDA (English only) 0.748
Prado-Sanchez et al. (2024) GPT-3.5-turbo Zero-shot CoDA (Porn excluded) 0.805
This work GPT-4.1-mini, GPT-4.1, o4-mini Zero-shot CoDA (full dataset) ~ 0.886
Jin et al. (2023) DarkBERT Supervised CoDA (English only) 0.945
Chen et al. (2024) BERT, RoBERTa, DarkBERT, Supervised CoDA (English only) ~ 0.945
fine-tuned LLaMa-3
Shin et al. (2024) TextCNN + topic modeling Supervised CoDA (English only) 0.962

showed a statistically significant gap, achieving higher F1 scores on English texts (4 = 0.031 [0.006, 0.056], p = 0.011), suggesting
a systematic bias toward English content. By contrast, GPT-4.1-mini and o4-mini displayed mild, non-significant advantages for
English, while GPT-4.1-nano performed slightly better on non-English texts, though again without statistical significance (p > 0.05).
These findings indicate that, overall, zero-shot GPT models demonstrate robust multilingual generalization, with limited evidence
of consistent or systematic performance degradation in non-English languages. This result aligns with prior research showing that
LLMs outperform fine-tuned supervised models in cross-lingual contexts thanks to their strong generalization abilities (Chen et al.,
2024; Zhao et al., 2023).

Beyond classification performance, output stability is a critical metric for evaluating large language models (LLMs). We measured
the Total Agreement Rate across 10 runs (TARa@10) and found a high value of 0.970 for GPT-4.1-mini, indicating strong
reproducibility under deterministic prompts with zero temperature. Recent research highlights that output variability, even in
deterministic settings, can undermine the reliability of LLM-based systems (Atil et al., 2025), and single-output evaluations may fail
to meet scientific reliability standards without explicit stability checks (Reiss, 2023). Robust prompt design is essential for consistent
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LLM performance (Barrie et al., 2025). However, the cost-effective GPT-4.1-nano model exhibited stability issues, producing
responses outside the required category labels (e.g., Electronics instead of Electronic), resulting in a lower TARa@10 of 0.928 and an
F1 score of 0.793. Similarly, o4-mini, despite matching top performers in F1 score, showed reduced stability (TARa@10 of 0.902)
due to limited configurability, such as the absence of temperature parameter, impacting its reliability in operational settings. These
stability challenges highlight the importance of model selection and prompt optimization, particularly when considering the factors
contributing to the performance gap between zero-shot and supervised models.

Qualitative analysis of misclassified documents in the CoDA dataset reveals that many discrepancies between zero-shot model
predictions and human-assigned labels stem from ambiguities in classification protocols, particularly in categories like Violence
and Electronic. For example, documents discussing political events or fictional violence lead to differing interpretations of Violence,
while those combining illegal electronics and financial fraud expose vague definitions in the Electronic category. Similar challenges
are observed in other domains: Kotzé and Senekal (2024) reported that GPT-3 diverged from human annotators when classifying
WhatsApp messages about past violence due to missing contextual guidelines, and Li et al. (2024) noted that GPT-3.5-turbo disagreed
with annotators on hateful content due to unclear label boundaries, with low Krippendorff’s alpha values (0.4-0.53) indicating
unreliable annotation schemes (Krippendorff, 2004). These findings suggest that the apparent underperformance of zero-shot models
often reflects limitations in classification protocols rather than model deficiencies, emphasizing the need for refined taxonomies to
improve model-human alignment.

In summary, our study highlights the trade-offs between supervised and zero-shot models for Dark Web content classification
on the CoDA dataset. Supervised models like DarkBERT and RoBERTa achieve superior F1 scores above 0.920 but are limited to
English data and require extensive labeled datasets. In contrast, zero-shot models such as GPT-4.1-mini, GPT-4.1, and o4-mini offer
competitive performance with F1 scores of approximately 0.885, excelling in multilingual settings by processing the full CoDA
dataset, including 1145 non-English documents. Their effectiveness in low-resource and diverse linguistic contexts underscores
their practical value for real-world applications. However, their performance may be partially constrained by ambiguities in the
classification protocol, particularly in categories like Violence and Electronic, where overlapping or vague definitions often lead to
misclassifications. Additionally, challenges in output stability, particularly with models like GPT-4.1-nano and o4-mini, reveal areas
for improvement. Refining prompt design and developing more precise taxonomies could bridge the performance gap, enabling
zero-shot models to better address the complex and multilingual nature of Dark Web content classification.

5.1. Limitations of the study

This study has several limitations that should be considered when interpreting the results.

First, the evaluation is based exclusively on the CoDA dataset, which — although carefully balanced and widely adopted —
does not fully capture the diversity and messiness of real-world Dark Web content. As a result, the evaluation may overestimate
performance relative to more heterogeneous or noisy datasets found in operational settings.

Second, the experiments are limited to four GPT-based models (GPT-4.1-nano, GPT-4.1-mini, GPT-4.1, and 04-mini), all evaluated
in a zero-shot configuration with a single prompt structure. This focus was chosen to assess the performance of recent GPT models
on the CoDA dataset, but it limits the scope to a specific subset of large language models within the GPT ecosystem. Consequently,
the results may not generalize to other zero-shot approaches, nor to other LLM families like Claude, Gemini, or LLaMA, which may
exhibit different performance due to variations in pretraining corpora, alignment strategies, or moderation policies. Expanding the
evaluation to include these approaches was beyond the scope of this study but is a critical direction for future research to understand
the broader landscape of zero-shot classification for Dark Web content.

Third, although the study includes detailed performance metrics and a qualitative review of misclassified documents, it does not
offer fine-grained interpretability or insight into model reasoning. Zero-shot prompting does not expose intermediate representations
or token-level attributions, limiting our ability to understand why the model made a particular decision. Moreover, the study did
not explore alternative prompting strategies — such as few-shot prompting, chain-of-thought reasoning, or task decomposition —
which may further affect performance and stability.

Finally, while numerous classification discrepancies between model predictions and ground-truth labels were manually reviewed,
the study does not include a systematic process to determine whether these discrepancies were due to model errors, annotation
inconsistencies, or genuine semantic ambiguities in the data. Prior work has shown that test set label noise is pervasive in NLP
benchmarks and can distort performance assessments (Northcutt et al., 2021), and that subtle flaws in annotation guidelines can
introduce systematic bias (Parmar et al., 2024). Without adjudication or re-annotation, it is difficult to determine the true reliability
of the ground truth, which in turn limits the interpretability of false positives and false negatives in model outputs.

6. Conclusions

This study presents the most comprehensive evaluation to date of recent GPT models for zero-shot classification of Dark Web
content, including multilingual texts. Our results show that models such as GPT-4.1-mini, GPT-4.1, and o4-mini achieve weighted
F1 scores close to 0.885, representing a substantial improvement over previous zero-shot baselines such as GPT-3.5-turbo (Prado-
Sanchez et al., 2024) and LLaMA-3 (Chen et al., 2024). Although these models do not outperform supervised approaches like
DarkBERT (Jin et al., 2023) or hybrid neural architectures such as TextCNN with topic modeling (Shin et al., 2024) on English-
language documents, they offer considerable practical advantages, particularly their ability to generalize to multilingual content
without domain-specific training.
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Beyond performance, we evaluated the stability of model predictions using the TARa@10 metric. Our results indicate that models
like GPT-4.1-mini achieve high stability (0.970), making them suitable for operational scenarios (Atil et al., 2025; Reiss, 2023). In
contrast, lighter or less controllable variants such as GPT-4.1-nano and o4-mini showed notable limitations in consistency across
repeated inferences.

Our findings also reveal systematic difficulties in classifying certain categories, such as Violence and Electronic, stemming from
semantic ambiguity and inconsistencies in human annotation. Particularly, we observed a strong tendency of GPT models to assign
ambiguous documents to the catch-all class Others, even when weak signals of specific illicit activities were present. This conservative
strategy helps models avoid incorrect specific labels but reduces their precision in borderline cases.

In conclusion, this evaluation establishes a performance baseline for GPT-based models in zero-shot classification of Dark Web
content, highlighting their effectiveness in multilingual settings and the importance of prompt design and clear category definitions.
Future work should explore refined prompting strategies, explanatory reasoning mechanisms, and improvements in annotation
guidelines to enhance model-human alignment in complex or ambiguous classification tasks.
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Appendix. Prompt template
The following is the exact prompt used for all models during zero-shot classification:

You are given the text content of a darknet website. Your task is to classify this content into one of the predefined categories
listed below.

Each class includes a name and a description. Read the text carefully and select the single most appropriate class that best
matches the main topic of the content. If the content does not clearly belong to any specific category, assign it to “Others”.

Categories:

- Arms: Any type of non-lethal or lethal weapons, including guns, ammunition, explosives, knives, missiles, or chemical
weapons.

- Crypto: Services or technologies related to cryptocurrency, such as wallets, mining, laundering, mixing, multiplying,
scamming, and escrow.

- Drugs: Legal or illegal drugs, including medications, steroids, painkillers, viagra, cannabis, hashish, meth, benzodiazepines,
ecstasy, opioids, and psychedelics.

- Electronic: Sale of or information about stolen or hacked electronic devices such as mobile phones, laptops, tablets, etc.

- Financial: Counterfeit, cloned, or stolen money or identifications (e.g., credit cards, bills, certificates, passports), fiat currency
transfers (e.g., PayPal), ATM skimmers, magnetic card readers, etc.

- Gambling: Gambling, betting, casinos, lotteries, or any related services.

- Hacking: Hacking tools, guides, groups, or services, including ransomware, malware, exploits, DDoS attacks, cracking, or
botnets.

- Porn: Pornographic or sexually explicit content, including child pornography.

- Violence: Content related to human trafficking, hitmen, kidnapping, poisoning, torture, extortion, sextortion, sex slavery,
or blackmail.
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- Others: Any content that does not clearly belong to the categories above, such as login pages, error messages, or unrelated
information.

The darknet website content is provided below, enclosed in triple quotes.
" (content} ™™

Respond only with a JSON object with “category” as its single key and the name of the selected category as its value.
Data availability

Data will be made available on request.
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